nsfmuagld (User) Tunisldemdumesiia

o
UM <

oleld

fausisndifunmsiinda Windows Server oo Tuundl e iFeguauauunil o 2y
wWiuisannsailiiedesgnirsasnsaeengdumesidnlauds uazanmisauImsdans
iw3otieanufinmed suinisudondien Wudr uddimassiindeludn iadesgnaned
deuseangdumedidntu lasunldfiannsnoengdumodidels fafudimFesnmsligly
nnauiazldneuimesifougdumesiin azsosusessinnu (Authentication) vi3eeyqn
\duriou nanfe deansenderld Ae User uazsitarinu Ao Password Jsazanunsaidouseg
Suwmesidels ifiannsailddeisnsded widrfiamelarunislauldudrveanios
1@3viansuaziasasgnineazlivihviof lfuz)

Bstmuadlilunmsldnudumesidn du sdoadluains Users uay Groups

Anou Ineaiuniseail

o. U7l Start -> Administrative Tool -> Computer Management #133U <.@

Microsoft Office Word 2003 3

Q Fercefront TMG Management

Documents

Computer

Metwork

Control Panel

Devices and Printers

. Remote Deskop Services

{lig Active Directory Sites and Services
2 ADSIEdit
. Component Szrvices

=] Data Sources (ODBC)

Artive Nirectary | ightweigat Nirectary Services Se. .
Active Directory Module for Windows PowerShell

L3

@ N local and remote computzrs,

Manages disks and provides access to other tools to manage

& 5CSI Initiator
= Local Security Policy

@ Network Loac Balancing Manager
@ Metwark Policy Server

(%)) Performance Monitor

B Routing and Remote Access

T Security Configuration Wizard
ia Server Manager

‘32| Share and Storage Managzment
% Storage Explorer

[ system Configuration

() ~ask Scheduler

Help anu Suppor L
L3 All Programs
I Search programs and files @J Log off j

&9 Windows Firewall with Advanced Security
|2 Windows Memory Diagnostic

p—| & & 3 3

Wi

E Windows PowerShell Modules
@ Windows Server Backup

15:10
(b 24f5/2556
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glavitiiee Computer Management ¢u5U <o

8 L omputer Management =100 x|
Sl Acin Yen  Hdp
&+l BT
ESE ke Mar Mame fctions
£ m——
bl % 2yetem 1ocls Ji Cystem Tzols
M @ Task Schedder EBetorage
E [&] Suen Vi SyGervies and Appicatons More Acticns »

@ | Shared Fodere
[0 48 _ocel Uszrs and Graups
] @ Ferformawe
5 Tevios ManEger
(=] ;_‘i., starage
Sisk Manag=ment

B g Servi el Appi alins

1] J *
[

Ul UM Computer Management

Tindnfivsoamune | + | 7 Local Users and Groups aglaimugy .

=100 =]

T e
Sle Adin Wen  Hdp

&= 7= BE

‘E Compuls: Maay=e il {Lowa) Hame Actions
o - e =
bl % =yetem 1ocls i Evstem Tzels ‘Computer Management (L.. &

] (1) Tash Schedder EBsterage
E (@] Suen Vi SyGervices and Appicatons More Acticns »
M | Shared Foders
14 % _acal Ugers and traupe
1 Users
U A
& () @erfornance
i Seviec Mansger
F 24 Herege
= ik Managament
Bl :“& serviczs and Appicabons

U &
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< lmden Users udananv3n 1@en New User... 75U <.«

E [&] Suen Vi

@ | Shared Foders

[ 48 _ocal Uszrs and Graups
i Loy
BICET]  Mew Leer,

FyServicms ard Appicatons

g Hep
Clck Management
M i Zervics and Appications

FE
Sle Adicn Yen  Hedp
= ml= Jlm
& Corputer Maragement loca) | Mame
£l i system 1ok E‘ska:ols L —————
" @ Task Schedder ESetorage

More Acticns »

tCreates a nes Local Ussr acoouns.

WUea

& wlant1ing New User mu3U <.¢  Tuyes User name #fiunTe (Aufodns)
Tuidld Manoch waa7wed Password (A253AI0NES AILAY LaZdNUTE hitiae

N1 o 62

fuaneuadlutaeineamolUUAL ... ) wazlutaq

Confirm password: (ld password 8nasaiedudu) ndulvpdniaTasnung

v 98n21nM131 User must change password at next logon udl#iden

M User cannot change password

M Password never expires

User name: I|""|E|"'3'33'1

Full name: I

Description: I

Password:

Confim password:

¥ User cannot change password
¥ Password never expires
[~ Account is disabled

= Wser must change password at next logon

Help'

Create

WU e

l@Sauanantu Create -> Close mua1diy
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A O I3 v g v d a{' Y a =
. LN User Ld@336a73 ﬂﬁL‘VilI']La@ﬂ‘V] Groups bLAINANYIT LD New Group..‘ (2B
PAURA

T e

=100 =]

Sl Acin Yen  Hdp

== HE

A= Comrputer Maragament {Loca) Mame

Actions
Bl ]?5 syetem | oclz “lUsers
c] @ Taszk Schedder | Groups
E [&] Suen Vi

More Acticns »
@ | Shared Fodere
O & _acal Uszra and Groups
1 Users

] = oup:
14 (&) erforman 4a
4 CevieeMa Redech
2 Sy
= o= S

[il E Iervizs ad Appications

Creates a nes loca group

FRUEA

o. NUUILLANTI9 New Group UT1nTun 10Uy .o

[rewsroue N

Group name: ||
Description: |
Members:

Help | [Ereate I Close

U e
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910)5)

. ludes Group name: #a3i31 Teacher (UFUALST) AU <.c WAIATA Add..

d g
Group name: |TEECth
Description: I
Members:
Add I Hermove
Help | Create Close

U

. wlaniene Select Users mugy .ot wilvindni Advanced...

Select Users i e

Select this object type:

From this location:

IUsers or Built4n security principals

Object Types...

|W4N-F{HESEENTLH2

Enter the object names to select (examples):

Locations. ..

Eheck Hames

i)

] I Cancel

U e
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[Olo!

@0.38lantie19 Select Users 8nntianamnils nu3u .o

From this location:

WIN-RRESE5NTLH2
Comron Cuerise |
Hame; Igians-,\.ﬂhj I Colurris..

[ezcrption: IStarte ',\'th I

i L

™ Dizsblad accounts Step

™| Won expirng passward

Days sihee |ast logar: | o l

{

o |

Search results:
Name (3DN) | In Folder

g‘d @.00

0.1M31A8N Find Now 3wU31n)518%eYes Search results MUY @.00 ML)
\dan User Ms1lanaliuas luiitifie Manoch uaimdn OK

Select this object type:
IUm or Built in accurity principala Object Types... |
From this location:
IWIN-RRESB&NTLHZ Locations... |
Commen Gueries |
it ISlaﬁs i j | Eolurntis... |
[ezcription: IStarts with j | I_IFHCI thon

I~ Disabled accours Stop |

I™ | ton expiing passwond

[Vayz srce |ast logor: | ‘l ;n)"_;

0< | Cancel

Search results:
Name (RDN) | In Folder [ ]
58 Everyone
2,Guest WIN-RRESB5N..
2 NTCRACTIVE

82 1UsR
K2 | OCAL SERV...
‘ Manoch WIN-R N
&l

B2 NETWORK S...
2 OWNER RIG...
L5 pemnTe INT

E‘U =.006
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ololcd

0. WUTINYNIFINNUTU <.0l UAIAEN OK

Select this object type:

IUsers or Builtin security principals Object Types...
From this location:

IWJN-HHESEENTLHZ Locations. ..

Enter the object names to select (examples):
WIN-RRESSENTLHWManoch Check Mames

il

Mmced...| ok | Cancel

U <.l

oan. lunti1 New Group mu3U g.om Lil51AdN Create wag Close AUA16U

e Groue e P
Group name: |Teac:her
Description: |
Members:

& Manoch

Hemoyve

Md I
Help | Create Close

EU .G6m
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ololcd

o TuwsnlunIsimue User Tunisinlddumasidn Tiisen TMG woeo U1 1ag
1U% Start -> All Programs -> Microsoft Forefront Threat Management

Gateway woeo AANYI7 Firewall Policy->New->Access Rule U3l g.oc

R
Sl= Al Yen  Hedp
it Al heatn |l ? Bosl ERICTORE TSR ol 6]
o Mizzsoft Forsfort Trast Managemer |
&1 (g -orefrent 1M [V.-HRESESHILH | F::uréfn:}nt' Tircinli ok
£ Sashboard Thrzat Manzgerment Gateway 1o Armlard
e L 1—\
&y Vi & puall Policy
s S0 ke 2. peees
.“_‘ et de P Firemal Sy | same | o | Prabncds [rom ) stene- | Ta
E\a setworin [T tcrange vizh Lken: fccec Pushzing Kule,
Hi systen all Teskes b Wi Serve Foblishing Rue... R 3
ﬁ _oe =g - . - e, Al Qutbound ... =k Inerna ﬂ:— Cenzrd
-Ddﬂl'fjc 2 Weea 5 Ik Fribibshi g Rue ITTF & i @ Srternal
jY Tad-ly —cla Mon-Wueb Servar Protocol Fubiching Hue .. HTTRS A Shuknl_Gap
= [ = L meema @ =stemal
[T
= ¥4 Allow accezs o al, . 2 Allew i HTm < Inmna o Stemal
[
e el nil- & weny Uil al Teeife < AN ook (ol el
< oy | E
Lreate Aocees Hulz |
U g.o&
U

o&.agkinti1s19 New Access Rule Wizard Juyn 913U &.o¢ lutes Access rule
name Tsstalidonuming U Allow Authen udpan Next

Wizard

another networlk,

Access nule name:

MNew Access Rule Wizard j

Welcome to the New Access Rule

Allow_Authen|

To continue, click Mext.

X

Thig wizard helps you create a new access rule. Access
rules define the action that is taken, and the protocols that
may be used, when specified clients from one netwarl
attempt to access specific destinations or content on

< Baclk I MNext > I Cancel

U g.e¢
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@D

ow. niweNn LU <o randen © Allow ugrdntu Next

New Access Rule Wizard x|

Rule Action
Select how client requests for content from the specified destination are dealt with
if the conditions specified in the rule are met.

Action to take when rule condttions are met:
{* Allow
[ Deny

< Back Next > Cancel

U oo

0. 3¢len1i19 New Access Rule Wizard angléniieinafie Protocols mugy
.o Lazil This rule applies to: 1dan Selected protocols LLé”ﬂﬁﬂaﬂﬁu Add.

Mew Access Rule Wizard A

Protocols
Select the protocols this rule applies to.

This rule applies to:

Add

Hemoye

Ports...

L L

< Back Next >

U <o
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ox.wUTINGNTIWNgey Add Protocols mu5U s.om liAGNUy Add... udIden
HTTP wag HTTPS fiegnneldvaan Common Protocols 1l

Add Protocols x|

Protocols:

MNew - Edit... Delete

= [ Common Protocols -

L

L] wrtes

uf,'g':ﬂ HTTPS Server

l—_'i,ﬁ_ IMAPS Server

L‘f_ Live Messenger

L pve

L por3

H-_'f_ FOP3 Server

l_\l_li POP35 Server

L swre

uf.lgli SMTP Server

[-_'f_ SMTPS Server

ur_]f_ Telnet

u;'f_ Telnet Server
3 Infrastructure hd|

add Cose |

U cox

oc. WananUu Close wlinuiU c.ox

New Access Rule Wizard

Protocols
Select the protocols this rule applies to.

Ix

Thig rule applies to:

ISeIec:ted protocols
Protocols:

L HTTP
L HTTPS

Ports

It

< Back Ned> |  Cancel |

U c.ox
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lolold

wo.andnlu Next 9liniiimiugy <o

New Access Rule Wizard 3 x|

Access Rule Sources
Thiz rule will apply to traffic orginating from the sources specified in this page.

This rule applies to traffic from these sources:

Edit...

I

Hemawe

< Back Next = Cancel

E‘U .o

©e.91N3U <o WiadnUu Add... eiinissges Add Network Entities m133U
cloe WAANUN Add 1den Internal ognelaviaan Networks

Add Network Entities ] Ed

Metwork entities:

New - Edit... Delete

= | Netwaorks
‘ External
oS nicrai
=4 Local Host
== Quarantined YPM Clients
3 VPN Clients
[ Network Sets
[ Computers
[ Computer Sets
[l Address Ranges
3 Subnets

A Cose |

U cloe
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blo. iloAANTN Close azldimugy <ol

New Access Rule Wizard B |

Access Rule Sources
This rule will apphy to traffic arginating from the sources specified in this page.

This rule applies to traffic from these sources:

== Intemal

1

Remave

<Back | Nex> Cancel

U gl

oo lieAdNUN Next wintie1g New Access Rule Wizard nnglenisinge
Access Rule Destinations #133U <.lom

New Access Rule Wizard 1 X]

Access Rule Destinations

Thiz rule will apply to traffic sent from the nule sources to the destinations specified
in this page.

Thiz rule applies to traffic sent to these destinations:

Edit:

Hemayve

I

< Back Next > Cancel

U <lom
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oo

b lvndndu Add... agldntiisges Add Network Entities 915U <o 1indn
Add \den External Niegneldnuan Networks

Add Network Entities x|

MNetwaork entities:

Mew = Edit... Delete

B [&F Networks

9@

= Internal

=4 Local Host

=% Quarantined VPN Clients

__} VPN Clients
[ Network Sets
3 Computers
[ Computer Sets
3 Address Ranges

[ Subnets

[_3 Domain Name Sets
[ URL Categories
[ URL Category Sets
(1 URL Sets

addd Close |

U slog

be.onanlu Close lanusl clog

Mew Access Rule Wizard

Access Rule Destinations
This rule will apply to traffic sent from the rule sources to the destinations specified
in this page.

[

This rule applies to traffic sent to these destinations:

@ Edemal

Remaowve

I

<Back | Next> Cancel

U o
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o ianan Next aglantingmne New Access Rule Wizard nel@@e User Sets @y
U clob Feazildn All Users ag

Mew Access Rule Wizard j

User Sets

You can apply the rule to requests from all users. Or, you can limit access to
specific user sets.

£

This rule applies to requests from the following user sets:
2 Al Users Add

Edit:..

FHemave

iy

<Back [ New> | concel |

U <o

WAN15AINYUORIEI fRvzidldnudumesdald azdesduyldianzyanaly
nau Teacher Wil Tnglvindniden All Users uaip@inUu Remove aglanusy <loa

New Access Rule Wizard |

User Sets

*You can apply the rule to requests from all users. Or, you can limit access to
specific user sets.

This rule applies to requests from the following user sets:

Edit..

Eemove

Hlily

<Back | Next> Cancel

U <loe
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obl

e liAANUY Add... aglinugy <o iAANT New Lieas1angu User

MNew Edit... Delete
y

T All Users
% System and Network Service

Aan New

Add Close |

U cloc

o iUy <be 159909 User set name 19#iud1 Teacher (512457179
nNgxud1 Teacher) uaaman Next

New User Set Wizard x|

Welcome to the New User Set
Wizard

This wizard helps you create a new user set. A user set is
a group of users, whether Windows or non-Windows leg .
RADIUS) users, defined together as a single set.

When you create Web publishing, protocol, and access
palicy rules, you can apply the rule to one or more user sets.

User set name:

ITeac:herI

To continue, click MNext.

< Back Next > Cancel

U <o
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®en

e 3lanti1e1e New User Set Wizard anusy .o

New User Set Wizard x|

Users

Select the users to include in this user set.

MNamespace

| Group | Domain

Add.... |
[ s

Hemove

<Bad{|Next:=| Cancel

E‘U .MoO

00.91n3U g.mo WiAdnUs Add... enil Windows users and groups a3 s.me

Users

New User Set Wizard

Select the users to include in this user sst.

=
e Standard

ITc

| Namespace | Group _Domain |
@ ceneral
< and groups. ..
(@) Excternal
<2, All Netw
<Back | Nex> Cancel |
EU .66
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obc

ao. 3 AnTA1InuIU <.ab

tew User Set Wizard

Users
Select the users to include in this user set.

mml Select Users or Groups ilil N

I

Select this object type:

|U5&rs.Grmps.orBuﬂHn security principals Object Types...
From this location:

|w1 N-RRBSESNTLHZ Locations

Enter the object names to select {eamples):

Eheck Mames

I

Advanced. .. | 6] I Cancel

]

<Back | Net> |

U c.anlo

ao.31n3U &.alo TiRANUy Advanced 9UsNYWHIAUTU .onen

Select Users or Groups ] e |

Select this object type:

Groups, or Builtin security

Object Types... |
From this location:
WIN-RRBSESNTLHZ Locations... |

s
Common Gueries |

Mame; IStarts wrthj I Caluning... |
[Nescrption ISta|+_s with j I 4|FWi o
I Dizabled aocounts Stop |

[T Har expiing passwond

i
[Mays since last lagor I "I ?:J;'

J
u

Search results:
Name (RDN) | In Folder

EU s.men
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ob&

anen.31N3U &.enen ARNUM Find Now agils18¥aUsngnuil c.ac

Select Users or Groups p

Select this object type:

d o

IUsers, Groups, or Built-n security principals
From this location:

Object Types...

|W4N-HRESEENTLH2

Common Queres |

Locations... |

M amme;

IStarls with j I

Ealunims... |

Description: ISia|ts wrrhj I

[T Disabled accounts
[™ Mon espiing password

[avs since |ast logom I 'I

Find Mow

Slop

1

Search results:

2

ok | ca

Name (RON) | In Folder |

&E lI5_IUSRS WIN-RRBSE5N. ..

42 INTERACTIVE
42 usR

42 LOCAL SERV...
Manoch
K2 NETWORK
42 Network Confi...
M2 NETWORKS...
¥ OWNER RIG...

¥ porfarmanca

WIN-RRBSEEN. ..

WIN-RRBS65EN. ..

WAIIN-RRRSERK

|4

U .o

ac. 313U <.ae Windniden User fnald Tuiildie Manoch udamdn OK aglany

U <.
CelectusersorGrowps 2]

Select this object type:

From this location:

IUsers, Groups, or Built4n security principals

i

Ohject Types

|W'IN-F{HESEENTLH2

Enter the object names to select (2xamples):

Locations...

WIN-RRBSE5NTLH2Manoch

Advanced... |

Checl Names

3

ok | Cancel

|

U .o
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ac. lvindn OK aglanuy <.ao

Mew User Set Wizard

X
Users
Select the users to include in this user set.

Namespace | Group | Domain |

&4 Windows Manoch WIN-RRBSG5NTLH2
Remove |

< Back Mesd > Cancel
U <.
ao.373U .o Windn Next aelanusy <.me
B

Completing the New User Set
Wizard

You have successfully completed the New User Set Wizard.
You created a new user set with the following corfiguration:

MName: =,
Teacher _I

Users:
WIN-RRBSAENTLH2 Manoch

4 o

To close the wizard, click Finish.

< Back e Cancel |

U <o
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ebe

et 91nTUlRANYY Finish agldningng Add User Usingauun Taadndu Add..
\den Teacher uaz Al Authenticated Users 1d1lUauddiu nugy c.ow
NnHuAaNYL Close

Add Users x|

User sets:

Mew Edit... Delete

E All Authenticated Users
% All Users
. System and Network Service

.

fdd Close

U <.

. MNTUILUTNYANUTU &.one

=

User Sets

fou can apply the rule to requests from all users. Or, you can limit access to
specific user sets.

This rule applies to requests from the following user sets:

M Al Autherticated Users
Teac:her

Remave

1

« Back Next = Cancel

U <.
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ae. 35U <ok WiRANUN Next aglannusy <.co

Name:

[ 1

A El
Completing the New Access Rule
Wizard

You have successfully completed the New Access Rule
Wizard. The new Access Rule will have the following
configuration:

Allow_Authen
Action:

Deny
Traffic:

HTTPHTTPS
Source:

Intemal

To close the wizard, click Finish.

o

= Back I Finish I

Cancel |

U g.co

&o.AaNUY Finish waaadnyy Apply -> Apply -> OK anudsu

PNUENNTAIANAINTUUNT & U 151anEnseaiagliaus w3e Group auq ladn

aewigueAiy

a8 v A | A A a ¢ & oA A 1Y ¢ A
WULiqaaﬂlﬂjLﬂia\‘]@jﬂsﬂqﬂLW@Q%L%@N@ULﬂ@iLUW@] Gﬂg‘W‘U'J']LN@LiEJﬂIGUUT]'JL"'UaiLWBﬁ]S

d{' [ & @ (v
WoNAUBULNDIUAILUTINY MU ©.o
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File Ede  View Fovortes Took Mep

= @&[a- m 1D o Web Protection () Brower Securey ~ - [~ [ 1~ . -

DO - & X} & googiecath

| mancch

U e.do

LASBLEINLIBINLIRART Windows Server woow Re Way Forefront Threat
Management Gateway boso Niaunilanvuaal Firewall Policy sinee) 17 Fsazeuqynlin
sangdunesilald nugU <.amn

S
ot el oo Btz vwevow. goole.coh O-dx
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watldTerld way password ligndes Avgliaunsadeuseddumesiinld 39
MNDABLNINDIVDUATEIGNUIBLUIINGNIU =.a<

Itz oo googlEcadh’

File Ede View Fovortes Took Melp

= R | suarcn [EREERTETS G- DAtk - | & Web Protection () Browaer Secerty = | [~ 11— o -

([E] tetwrk Access Messane: The page cannot be displayed

and it cannathe deplared,

Try the folowing:

ol
button, The Bmeout mey have pomed due % Intemet
congeston

spefing Chedh that you typed the Wb page aides
comecty. The addess Ry harve been retype:
ey

B o e sifl rat e e e reguuesited page, iry contacting peur
v sty i HeEees

Techmical Infurmation (for supgpert personned]
® Freor Code: 407 Proxy Authericaton Recurmd. Forafion! TG
antion fo full e renuest. Acoem n the Web

» Seure: proxy

U s.e<

downdsmssilfifoudeimansvinuasiild waglivselovdannedondivnesuay
“zjaWﬁLL’J%ﬁ'ﬂ Windows Server ooz Re Way Forefront Threat Management Gateway
booo (TMG) [§ud? 95319 ud Swavidunsnag vesmeniusin b Julldnunnune dwdde
vangiaulgunarsdieegluriomainiily uaidewiiuin mstanldusslevily
TsadsumuiifiouldiTouesusandutuneunuddutdu dagldvsslorinnnin daw
swandunaug Ty viuiiaulaanunsamenldlumideidvemuriemaianieduduain
Suwesidaila
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